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Key Concepts

In the 1930s, Alan Turing Turing 
Machine

Turing Test -

-

-

Artificial Intelligence -

symbolic AI  



 

Logic Theorist -
-

-
-

-

-

 artificial neural networks Perceptrons -

 Expert Systems
 

-

AI Winters

-

-
Moore’s Law1)

1
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Deep Learning  

 Even more data:

 Even more computing power:

 Improved algorithms:

 Image Recognition: -

 Natural Language Processing: r-
-

Siri and Alexa

 Speech Recognition: -

ImageNet Large Scale Visual Recognition Challenge consis-

-

-
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-
Convolutional 

Neural Network
-

John Deere’s journey toward precision agriculture began with the launch of its 
 MyJohnDeere platform in 2012, which enabled farmers to collect and manage data 
from their connected equipment. This laid the foundation for the autonomous 
farm vision unveiled around 2013. A significant acceleration came in 2017 with the 
acquisition of a Silicon Valley startup specializing in computer vision and machine 
learning. This expertise enabled the development of advanced solutions, such as 
the  system, which uses smart cameras and AI to distinguish between 
crops and weeds, enabling targeted spraying and a significant reduction in herbi-
cide use.

AlphaGo -

Industrial Internet of Things -

-

Predix -

MindSphere

Adamos -

-
-

-
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-
-
-

-
-

-

-

Industrial 
AI

-

-

Generative AI -
Transformers

-

ChatGPT  

-
-



Part II: 
Adoption 
Hurdles



 
Why Industry is Harder

Following the rapid adoption of GenAI technology in 2024, there is limited evidence of 
its impact on business. A recent study by MIT’s Nanda initiative reports that 95% of 
organizations are not realizing returns from their GenAI investments. One reason is 
the well-documented stalling of use cases during the Proof of Concept (PoC) phase, 
due to a lack of capabilities and suitable landing zones for production deployment. 
Another, perhaps less explored, reason is the challenge of deciding between custom 
AI development and the purchase of third-party products. Nanda’s report indicates 
that externally sourced systems have a 67% higher success rate compared to inter-
nally developed tools [56].

What about analytical AI applications in industry? Research indicates that 70% of pre-
dictive maintenance programs fail to achieve their objectives, primarily because they 
cannot integrate the solution into daily workflows [57]. And of course, the specifics of 
data: While manufacturers collect vast amounts of sensor data, they use only 44% of 
it effectively. The majority remains trapped in historians or siloed machines, inacces-
sible for real-time analysis, according to a Rockwell Automation study [58].

The industrial world is fundamentally different from the data-native environments of 
social media or e-commerce. These differences create noteworthy barriers to rapid AI 
deployment:

High-Stakes Environment: The cost of failure is the primary differentiator. If a con-
sumer AI recommends the wrong song, the consequences are trivial. If an Industrial 
AI miscalculates a parameter in a chemical reactor or fails to detect a flaw in an air-
craft engine, the consequences can be catastrophic, involving financial ruin, environ-
mental damage, and loss of life.
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Physics and Physical Assets: Industrial systems are governed by the laws of physics, 
not just by data correlations. AI models must respect these physical constraints to be 
credible and safe. Furthermore, these systems involve massive, expensive physical 
assets with lifespans measured in decades, rather than the months or years of a soft-
ware application.

Brownfield vs. Greenfield: Most industrial environments are brownfield, a complex 
patchwork of legacy equipment, proprietary control systems, and outdated data pro-
tocols from dozens of vendors over many years. This contrasts sharply with the green-
field digital world, where systems are designed from the ground up with modern, 
standardized data infrastructure.

Beyond shop-floor environments, this also affects PLM, CRM, ERP, and MES environ-
ments: wherever stringent Software-as-a-Service strategies are leveraged, rapid AI 
innovation spreads more quickly than in environments where highly customized sys-
tems impede rapid update cycles.

A leading producer of airplane turbines misses out on AI productivity gains as 
their highly customized PLM system cannot be smoothly updated, hence prevent-
ing new AI features from being deployed as they are published by the PLM soft-
ware vendor.

Both the discrete manufacturing and process industries have several sub-industries 
with varying AI adoption rates.  lists the number and points to the AI adop-
tion drivers:

Industry

High  High R&D investment
 Large biological and chemical datasets
 High-value drug discovery use cases

High  High digital maturity in R&D and design
 Investment in autonomous vehicles
 High costs of recalls

High  Critical need for reliability and simulation
 Complex engineering challenges
 High government R&D funding
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Industry

Medium  High volume of sales/transactional data
 Demand forecasting
 Personalized marketing and retail analytics

Medium  Supply chain optimization
 Production scheduling
 Quality control and safety monitoring, high 

costs of recalls

Medium  Process optimization and safety
 Asset performance management
 High energy costs
 Complex simulation needs.

Low–Medium  Smart factory initiatives
 Predictive maintenance
 Automation of complex production lines.

According to a McKinsey study, GenAI has substantial economic potential across en-

said to be concentrated within four key areas [59] (see ).

 
Economic potential by enterprise 
 function [59]
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Making AI Industrial-grade

Building AI solutions for industrial environments requires a far higher bar for robust-
ness, reliability, and longevity than typical consumer or enterprise applications. Indus-
trial-grade AI must be designed to withstand not only technical challenges but also 
the operational, organizational, and regulatory realities of design, engineering, and 
production environments.

At the core there are the models themselves. Industrial AI models must be robust– 
able to cope with shifts in input data distributions without breaking down.

In the context of generative AI, robustness is defined by minimizing hallucinations, as 
inaccurate outputs can lead to significant or even hazardous outcomes. Hallucina-
tions also tend to impact on acceptance among user groups. Based on our observa-
tions, AI models achieving 80% accuracy often generate initial enthusiasm at the 
management level and are sufficient to proceed to lab testing. However, for genuine 

a model typically needs to achieve 95% accuracy.

An engineering team using a third-party LLM to generate PLC code noticed that 
code produced for identical prompts varied across days, confusing the automa-
tion engineers who used the solution. Implementing more than 1,500 test cases 
that run nightly helps them identify differences and adjust the system prompt to 
ensure consistent output for users.

Ideally, models are highly capable of generalization and can be transferred across 
similar machines, processes, or sites without extensive retraining.
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An AI model for vibration analysis detects anomalies in pump operation, such as a 
pump cavity. However, the vibration anomalies would appear in different fre-
quency bands depending on the pump base material (concrete, wood, or steel). In 
its early versions, the AI model did not generalize well enough to scale as a prod-
uct. It was only when the model was enriched with a preprocessing function that 
used noise-filtering algorithms from hearing aid technology that the anomaly 
 detection model became independent of pump location.

Overfitting is a widely recognized issue in AI model training, especially in deep learn-

creating an overly intricate hypothesis that matches the training set exactly but does 
not work well with unfamiliar data. This results in high variance and weak perfor-
mance on validation or test sets. The model ultimately “memorizes” examples rather 
than learning core patterns. Overfitting often stems from using a model that is too 
complex for the available data or from training it for too many iterations. Increasing 
the dataset size and employing regularization methods that discourage complex 
models can help address this problem. A focus on high-quality data is important, as is 
urging data scientists to move beyond the “easy wins” of overfitting and to adopt a 
data-centric mindset [60].

AI model performance, when continuously evaluated in an industrial environment, 
can become a financial liability when AI-driven services are sold based on outcomes 
or when customers request model performance guarantees. One important mecha-

risks is AI model performance insurance.

 Customers lack trust in “black box” AI algorithms and their consistency.
 Uncertainty regarding Return on Investment creates hesitation to invest.
 Companies fear liabilities from AI errors such as hallucinations or IP infringement.
 

 
 Provides a performance guarantee backed by insurance to the AI vendor or user.
 
 Covers prediction errors, data drift, and unexpected deviations in behavior

 De-risks the purchase decision, allowing for faster AI adoption.
 
 Builds trust with stakeholders and clients through validated model performance.
 Enables companies to scale AI usage without fear of uncapped downside.
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 FUGU, TWAICE

, Munich, Germany; munichre.com/insure-ai

Beyond the model, execution must be hardened for industrial conditions. This in-
cludes tight integration with cybersecurity frameworks, with every IT/OT service 
minimized to reduce attack surfaces.

The vast majority of AI workloads are IT workloads, in the sense that they introduce 
attack vectors that stability-focused OT environments try to avoid at all costs. Particu-
larly when working with industrial AI startups, this can lead to a situation in which 
ten innovation partners put forward ten different IT stacks and ten different levels of 

-
tored, patched, and backed up.

A chemical manufacturer learned the importance of execution hardening the hard 
way. A predictive quality AI system was connected directly to the plant network 
without proper patching. When malware hit the broader IT environment, the un-
protected AI system went offline, halting production for several hours. The inci-
dent led to a company-wide overhaul of cybersecurity integration.

 
 Real-time processing is impossible when relying solely on slow, distant cloud connec-

tions.
 Managing software and security updates across thousands of decentralized industrial 

 Processes high-frequency data locally at the machine level with support for OT network 
protocols, MQTT, and PLC connectivity.

 Provides a global hub to deploy, update, and monitor apps across all devices.
 -

ized functionality, based on a hardened Linux stack (‘Industrial OS’).
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 Protects industrial assets with automated security patches and secure, isolated data pro-
cessing.

 
up to global OT environments.

 BMW, Festo, Volkswagen

, Berlin/Munich, Germany; siemens.com/industrial-edge

When the execution environment is cloud-based, common hardening methods in-

monitoring between cloud components, and robust identity and access management, 
including session-based usage tokens.

Industrial AI hardware presents its own set of challenges, some related to technical 
performance, but many more to supply chain resilience and other factors. It is fair to 
say that Proof of Concept projects hardly embrace the hardware dimension in their 
feasibility focus, which is one of several reasons for expensive “Lab to Reality” gaps:

 AI chip power consumption: The sheer amount of power required by some AI chips 
imposes challenges, specifically when the AI system is embedded into battery- 
driven, mobile systems such as AGVs or AMRs.

 AI chip heat dissipation: As a function of power consumption, AI chip heat must be 
safely dissipated. Does this require a fan, or can the edge device operate with a 
fanless design, which offers many advantages in dusty or hygienic shop-floor envi-
ronments?

 AI chip floating point calculations: Different AI chips show small differences in 
their calculation routines, which means their floating point numbers differ in terms 
of the last decimal digits. This causes the AI model’s outputs to differ depending on 
the hardware on which it is executed.

 AI chip export control restrictions: The rising geopolitical tensions and AI technol-
ogy in the middle of an international powerplay have already led to restrictions 

-
quires regional product variants with different AI chips.

 (continued)
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Figure 4.1
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Shibaura Machine collaborated with Spur Insights in Switzerland to develop the LEO 
AI Assistant to support operators of its injection molding machines. LEO has been 
personified as a helpful blue-collar colleague with a very positive impact on user 
acceptance (see ).

Figure 4.2

IBM named their powerful AI “Watson”, creating the subliminal association that 
the human in front of the system is equal to the genius Sherlock Holmes and can 
rely on the helpful services of a junior partner.

 Avoiding AI jargon: To ensure the successful launch of industrial AI solutions, de-
velopers must bridge the communication gap by replacing data science jargon 

-
parameter tuning” often alienate operators, creating a perceived complexity barrier 
that undermines trust. When technical concepts are translated into domain-spe-

feeling like a foreign intrusion and starts being viewed as a functional tool. Priori-


